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Thispublicationis protected by copyright and distributed under licensesrestricting its use, copying and
distribution. No part of thispublication may be reproduced in any form by any meanswithout prior written
authorization of Click And Deploy PteLtd.

Disclaimer

Thispublicationisprovided"ASIS", without awarranty of any kind. All expressor implied representationsand
warranties, including any implied warranty of merchantability, fithessfor a particular purpose or non-
infringement, are hereby excluded. Click And Deploy Pte Ltd may make any improvementsor changesin the
product(s) or the program(s) described in this publication at any time. This document is subject to change
without notice.
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1. Introduction

Thank you for selecting AlertDispatcher.

The AlertDispatcher Quick Installation Guide is a step-by-step guide to perform abasic setup to send SMSvia
an SMS modem. It should be used in conjunction with the following guides:

| Document Name File Name Description |
1. SMSModem Refer to QR code and link on the License Compulsory readme file before
Installation Guide Card/leaflet included in the modem installing SMS modem.

package. Note: You may also receive an
email with the download link.

2. AlertDispatcher Logs AlertDispatcher Logs Submission How to collect logs and database
Submission Guide Guide.pdf to obtain technical support

3. AlertDispatcher How- AlertDispatcher How-To Guide.pdf Updated FAQ factsheet on

To Guide configuring

addressbook/escalation, smtp
server to send email, master/dlave
redundancy, license activation,
etc.
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2. Pre-installation Checklist

Here'sa checklist of what you need to prepare beforeinstallation.

1). Working SIM card (If you're sending SMS using a Modem)

If you intend to connect one or more SM'S modemsto the Server (or workstation), please prepare an activated
"Standard" SIM card (with no PIN password set) that has good signal strength in location you plan to locate
the Server. Y ou can check the signal strength using your mobile phone.

If you areusing a"Nano" or "Micro" SIM card, please use acomplementary SIM card adapter if it comes with

your installation package. Please exercise caution when using a SIM card adapter to avoid damage to your
modem/SIM card.

15mm

Standard SIM Micre SIM Nano SIM

25mm

15mm
12.3mm

Note:
1. Some prepaid SM cards need to be activated using a mobile phone.

2. If you need to change your SIM card, before removing the SM card, please always turn off the power supply

or remove the power supply cable fromthe modem. You may reconnect the power supply after you have
installed the new S M card.

2). Windows System Requirements

If possible, please prepare aclean installed Windows PC/Server with thefollowing specifications.
Recommended System Requirements:

Operating System:  Windows 10 /11/2016/2019/2022 (recommended)

RAM: 16GB or higher RAM (recommended)

SIM card: Activated and working Standard SIM card from your mobile operator.

GSM Signal: Location of server/PC must have good 4G reception. Y ou may compare the signal strength for
various SIM card providersusing the software — signal strength will be displayed on the Client console.

USB port: Requiredfor SMSmodemswith USB interface.

RS232 DB9 Serial port: Required for SMS modemswith only 9-pin serial interface— if your server does not
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have a serial port, you can use the CHIPI-X10 Serial to USB adapter to connect your SMS modem DB9 serial
port to your server USB port. We have tested the CHIPI-X10 Serial to USB adapter and found it to be stable on
different Windows OS. Alternatively, you can just connect directly viathe USB port.

C Drive: Minimum 20-50GB Free C Drive space. If you'relow on C Drive space, you may consider
installing/migrating AlertDispatcher to D Drive.

Notesfor Virtual Machinesetup:

If you'reinstalling AlertDispatcher onto aVM instance, there are 2 waysto connect your SMS modem to
AlertDispatcher.

Method 1: USB Passthrough — for this method, you would connect your SM S modem directly to the VM host
USB port. If you'reusingVMWare, please cater for a CHIPI-X 10 Seria to USB adapter just in case your
modem USB driver isnot compatible with your VMWare ESXi version. Note: Not all USB drivers compatible
with your Windows OSisalso compatiblewith VMWare. Please contact your vendor for moreinformation.

Method 2: Connect SM'S modem to computer network — if your SMS modem has an RS232 DB9 serial
interface, you can connect your SM S modem to the network using aMoxaNPort Serial Device Server. Refer to
the"AlertDispatcher How-To Guide.pdf" on how to setup AlertDispatcher and the MoxaNPort Serial Device.
Method 1 isgenerally recommended asit isthe easiest to setup and more stable. Method 2 isusually used for

HA setup wherethe VM host isasingle point of failure so for this case, we would connect 2 redundant SMS
modemsto redundant network switches.

2). Windows login user with rights to install software/driver

Windowslogin user credentialswith the right to upgrade software/install drivers (if required). Please contact
your I T department/vendor if your login user does not have sufficient rights.

3). Disable System Standby (For workstation OS)

If you areinstalling AlertDispatcher on aworkstation OS, e.g. Windows 10, please ensure that system
standby/sleep and turn off hard disk settings are changed to ‘ Never’.

Example:
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| lzd 22
e »» = P . - -
G L)VPQ + Hardware and Sound * Power Options * Edit Plan Scttings - | *y | | Search Control Panel el [
— - - a - Lk B W W ; = =
Change settings for the plan: Power saver
Choose the sleep and display settings that you want your computer to use.
l On battery 29 Plugged in
& Dim the display: |2 minutes *‘ |2 minutes v|
& Turn off the display: |S minutes v| IS minutes v|
| % Put the computer to sleep: |Never v| INever v| I
o [J ] [

2+ Adjust plan brightness:

Change advanced power settings

Restore default settings for this plan

e rhanges Cancel

4). Network Firewall

If you need to be able to access AlertDispatcher Server from your local network, and Windows or network
firewall isenabled, you must add the ports used by the servicesyou requireto your firewall list of “allowed
ports’. Refer to the chapter "Post-installation/Troubleshooting", "Port Conflicts, Firewall and AntiVirus
Software Setup” for details.

Note: Port exceptionswould not berequired if you' re only using a single standalone PC/Server on which your
application server isalsoinstalled.

5). Obtaining an SMTP or Email account

Inorder for AlertDispatcher to send out Emails, you must configure an SMTP user account under “ System
Setup”, " Send Email/Modem Settings”, " System Alerts/Email Setup” . Obtain the SMTP Server address and
SMTP username and password from your company email administrator, e.g. Exchange administrator. Asfar as
possible, do not use your email account or an existing email account in case you change your password and
forget to update the password set on AlertDispatcher. Create anew email account, e.g.

alertdi spatcher @yourcompanydomain.

If you do not have acompany SMTP Server, you can useyour |SP SMTP Server or register afree GMAIL
account (GMAIL SMTP Server uses port 587 instead of the standard port 25). Take notethat GMAIL hasa
daily send limit of between 100 to 500 messages, so you must not send to too many recipients to avoid
exceeding the limit.

Note: Inthe event that all modems are offline, AlertDispatcher can only send out systemalertsviaemail, soyou
will need to configure an SMTP account in order to receive such alerts. Thisishighly recommended if you are
using AlertDispatcher for critical purpose.
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6). Upgrade/Migration

If you plan to upgrade or migrate your AlertDispatcher installation in the future, you may run the new installer
directly on top of your current setup without uninstalling it. The installer would automatically detect and
upgrade your existing installation and retain your configuration.

Warning: Please ensureyou have the licensefor installing a new version. If unsure, contact your supplier
before proceeding!

Please refer to the “ AlertDispatcher Upgradeand Migration Guide.pdf” for details.
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3. Installation Procedure

1). Download and copy installers to local computer

To makefuturereinstallations or repairs easier, we recommend keeping acopy of the AlertDispatcher installer
on your computer desktop. Create new folder onyour computer, e.g. "AlertDispatcher vO Installers”.

2). Install SMS Modem

The SMS modem can be connected to the machine viaeither USB or Serial port.

USB isgenerally used unlessyou’ re having driver issue. For this case, you may use the Seria port - usually
COM1 or COM2. If your server doesn’t have aserial port, you can use aserial to USB converter such asthe
CHIPI-X10 Serial to USB adapter to connect your SM'S mode to your server USB port.

Warning: If you' reusing the SM S modem supplied by your vendor, in order to avoid damaging the unit, please

carefully read the relevant modem installation guide before proceeding with theinstallation! Note: Guides
maybe Windows OS specific.

*Important Installation Notes for CNDM100 3G Modem*

1. Exercise caution. The modem parts (especially the connections) are delicate. Please proceed

slowly when connecting the power supply cable to the modem and when inserting the SIM card

into the modem.

2. Installing/Changing SIM card (Standard SIM Size - not micro or nano). Please ensure that you
are using a new 3G SIM card. Before inserting the SIM card, the modem power supply should be

switched off. Use a ball pen to eject the SIM holder by pressing the yellow eject button. Put the SIM
card to the tray, make sure flushes and fits onto the tray, then carefully and slowly put back the
tray into the slot. The SIM card tray should slip in easily, and if it doesn't, this means the SIM card

is placed wrongly.

Note: When removing the SIM card, do not pull out the SIM holder without pushing the ejector

button.
Powsr cord > | < GSM
I Anderina = 4

4 — | =sMeard
Serial == holder
Conncctor =

E ;s

S| i Antenna
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Installation Guide for CNDMC89-LTE 4G Modem (For Windows 10, 2016 or higher)

*Note: No external driver needs to be installed if you're using Windows 10/2016 or higher as the modem will
use the native Windows USB Serial Driver.

1). Install the SIM card into the modem and then connect the modem to your PC or Server.

Installing SIM card into Modem:

i). If the modem is powered on, power off the modem (before installing SIM card) by disconnecting power cable
(RJ45 adapter), or turn off the power supply at the mains.

ii). Eject SIM card tray by slowly depressing the yellow button using a pen tip or test pen. Place your SIM card on the
SIM card tray so that it fits snugly (take note that the SIM card tray has a cut out corner that should fit the cut
out corner of the SIM card). If you're using a SIM card adapter, press the entire SIM card and adapter down on the
SIM card tray to ensure that the SIM card doesn't pop out.

!
[ g

iii). Before inserting the SiM card tray, visually examine the SIM card tray opening. After that carefully insert the

SIM card tray into the modem such that the entire length of the SIM card tray is horizontally flushed with the
top of the modem.

**Warning: Do NOT insert the SIM card tray unless it's leveled, otherwise the SIM card tray will not fit and
become jammed, or your SIM card may slide off and drop into the modem chassis.

10
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3). Install AlertDispatcher Software
RunAlertDispatcher_Setup.exe.

%AlertDispatcher —_ _. = | &3 |

Welcome to the AlertDispatcher
Setup Wizard

This wizard will guide you through the installation of
AlertDispatcher.

It is recommended that you close all other applications before
starting Setup. This will make it possible to update relevant
system files without having to reboot your computer.

Click Next to continue.

‘ Next > | | Cancel |

If thereis apre-existing installation, you would seethefollowing screen. Click ‘Yes' to proceed.

AlertDispatcher

Installer has detected an existing installation (&lertDispatcher) and will
atternpt to upgrade/repair the installation, .

Do you wish Installer to backup your existing files before upgrading?

WARNING: If you have activated your license more than one year ago,
please ensure that you have renewed your support contract and you
hawe your Activaton Code as you may need to reactivate your license
immediately after upgrading,

Backup Folder Path:
C:\Program Files
(x86)\AlertDispatcher\PreviousinstallBackup\2024-04-0_23-20-12

Next, choose"Option A" if youremaking aninitial installation. When prompt with aselection, if unsure, use
the default selection or Next.

11
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%Aler’cDispatcher |E =

Installation Type 1
Please select to install as Client/Server or Client only %
=

Select the installation type. If unsure, use default Option A.

@) Option A: Install both Client and Server

Option B: Install Client Only (You need to install Option A on another
machine)

< Back " Next > | | Cancel

#2 AlertDispatcher | = @ | 3

Completing the AlertDispatcher Setup
Wizard

AlertDispatcher has been installed on your computer.

Click Finish to close this wizard.

[ View QuickStart and How-To Guide (Recommended)

Finish

12
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5). Launch AlertDispatcher Client

Launch AlertDispatcher Client using the newly created " AlertDispatcher” shortcut on Windowsdesktop.

AlertDispat...

Onrunning AlertDispatcher for thefirst time, you'll be prompted to create the recipient to receive system alert
notificationsfrom the system. Thisrecipient can later be changed under the " Addressbook” tab.

|

Thank you for installing AlertDispatcher.

Important Note:

The default password for administrator user is 'alert123"' j
I'he default password for operator user is ‘operator

Please record the default password as you will need to use it to login. You may change the password under

"User and Departments” Tab.
Copy

You can configure a recipient for the "SystemAlerts" group to receive notification for system errors and warnings.

Recipient Name: |Al:|am

Mobile Phone: 9123456890

Email Address: Iexample@example-ﬂﬂm|

I¥ Enable send dailyheart to system alert recipient (configurable under System Setup)

Note: You may add more recipients to SystemAlerts group later.

[ Skip this step (Not recommended)

Proceed

13
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Select User and enter Password to login. Thefollowing usersare created by default,

1. administrator user: ‘administrator’, password: 'alert123'
2. basic user: 'operator’, password: ‘operator’

Anadministrator user hasfull rightswhile abasic user can only view, send messages and can't del ete any
message or manage the address book. Y ou are advised to change the administrator user password as soon as
possible. The default password for ‘operator' is'operator'.

For better security, uncheck " Save password" so that the next user will haveto enter password to login.

Connect to AlertDispatcher Server
2020.04.20 11:43:21 Connected to 127.0.0.1. Select User, enter password and click Login. -
2020.04.20 11:43:21 Connecting to 127.0.0.1...

rHost: [127.00.1 L] Port: [9558 Disconnect

(IRl administrator - (Administrator)

operator - (Basic User)

1*’(****’(*

[v Save passward

Password:

Login Cancel/Exit
. AlertDispatcher v9.155.1152.0 (Evaluation - Trial Days Left:89) = ] X
Addressbook | Modem Setup | Messaging Service Setup | System Setup I
Servers Setup (SMTP/POP3/HTTP/SOL) | Receive Message Setup | Templates | Users and Departments I
Help/Registration I
Service | Server/Metwork Monitoring I Messages | Send Message |
Server Status: @ ‘ Stop | Restart | Emergency Pause
[JOSHUADELL)
Server running &, —— e
ALERTDIspatcher
User: | administrator Server Host:  |127.0.0.1 Logout Open Log Folder

Server Event Log:

2024.11.26 23:18:43:441 AlertDispatcher Service Started!

2024.11.26 23:18:43.084 [thread: 24780] Free C: Disk Space: 50.22 GB / 190.45 GB (Used: 74%)

2024.11.26 23:18:43:084 [thread: 24780] Free System RAM: £.37 GB / 15.85 GB (Used: 60%]

2024.11.26 23:18:39:060 Engine initialized. [JOSHUADELL](192.168.176.1)(05: 10.0.13045 »64)[Mode: J[Build1152.155]
2024.11.26 23:18:37-890 HardwarelD: 00DB0EE CO0100800FE DAF 387BFE BFBFF 4C4C4544004A58108042B 2C04F 335832
2024.11.26 23:18:37:890 AlertDispatcher v3.155.1152.0 (E valuation - Trial Days Left:89)

14
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6). Configure Modem Setup

Note: If you'renot using a modemto send SMS, you may skip this section.

Goto "Modem Setup”, click "Add Modem Port" button. If your SMS modem is connected viaserial port, under
COM port, select COM1 (or COM2 if COM 1 doesn’t work).

If your modem is connected via USB port, under COM port, select the port with the description:

1. “USB Serial Device” (for CNDMC89 and CNDG3003 4G modem)
2. "SerraWirelessAT Command Port" (for M100 3G modem)
3. “NPort Adminstrator Port” (for serial modems connected using MoxaNPort)

If you' re unableto see any port with the above descriptions, please check if your modem is properly connected,
powered on and you have installed the correct modem USB driver. Click on"Open Device Manager" to check
the devices and COM ports detected.

i Service I Server/Metwork Monitoring | Messages | Send Message |
Templates | Users and Departments | Help/Registration |
E Modem Setup j I Messaging Service Setup | System Setup | Servers Setup [SMTP/PO F'QJ'HTTF'JSQL]l
A ARk
Port Status Signal |0perﬁtor IErmr(Wamingj IDescription |Baudrale I InfOu
Adding Modem Port X

v Enable Port

|EUM port: |COM1E (USB Serial Device)[Device 1] v! I Open Device Manager

¥ Show only existing ports

Baudrate: |115200 | |

Mode: |In and Out ﬂ

Description: ||

Madem CFUN (for expert user]: [AT+CFUN=1.1

Ok Cancel

15
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.

é Device Manager

File Action View Help
= @ E| | E 2 &8e

[= e =]

o3
[
[
P

]

v

7 -

7

>
[
[
>

>

K Intel WiUSB

= Keyboards

‘£7] Memory technology driver

- Mice and other pointing devices
k Monitors

b - B Network adapters

_L-‘i, Other devices
- Ports (COM & LPT)
oz Sierra Wireless AT Command Port (UMTS) (COM12)

ez Sierra Wireless CNS Port (UMTS) (COM18)
-ezr Sierra Wireless DM Port (UMTS) (COM13)
ez Sierra Wireless NMEA Port (UMTS) (COM17)
=% Processors

! ;EJ Security Devices

& SM Driver
) Sound, video and game controllers

(:— Storage controllers
A System devices

- Universal Serial Bus controllers

m

1

If the modem hasaworking SIM card, the Signal will be displayed. Generally, asignal of 9 or higher is
considered acceptable. If the computer islocated in aserver rack, please place the antennaon top of therack, in
the centre of the metal plateitisresting on. A flat metallic surface can help to reflect signal back to the antenna.

Warning: Asthe antenna base has a strong magnet, please do not pull the antenna wire when detaching the
antenna fromany metal surfaces.

Service | Server/Network Monitoring |

Templates | Users and Departments |

Modem Setup | Messaging Service Setup |
A S

Messages ] Send Message |
Help/Registration ]
System Setup | Servers Setup (SMTP/POPIHTTR/SAL) |

Ri

Error(Warning) Description Baudrate |InfOut

® COM16 | Connected 15(Below Average] |sgp-m1 [LTE 4G)

[115200  [inand Out

16
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7). Send Test SMS

Once the modem has been configured and has been successfully detected, go to "Send SMSEmail" and send
yourself atest SMS.

Modem Setup | Messaging Service Selup | System Setup | Servers Setup [SMTP/POP3/HTTP/S0L) | Receive Message Setup
Templates | Users and Departments | Help/Aegistration
Service | Server/Network Monitoring | Messages Send Message l Addressbook

Recipients:
[conm— I Send | I Load Test
J

Subject [Required for e-maill: |

Proiy: [Nomal =] 10 |A1 ~| Modem port: | auto v| Department [Main | |CustomField1 | Insert
[T Send amessage at |28/11/2024 ~ 71011 pm ==  Select T e - Use Template
Message Body [Required): I I —] | ‘ i | “‘J
test message
Modem Setup | Messaging Service Setup l System Setup | Servers Setup (SMTP/POP3/HTTP/SOL) ] Receive Message Setup ]
Templates | Users and Departments i Help/Registration |
Service | Server/Network Monitoring Messages l Send Message I Addressbook ]

| - B K = Max. number of messages to display: -
| f Filter messages \‘ﬂl Export merssages| T’?ﬁ Acknowledge all mes#ages' ‘@ Delete all pending massagas|1 from 1. Today sent: 1. Today n r;gewom :&D’r 500 :j

ProcessedDati

| 28/11/2024 75816

INJOUT | Recipient

28/11/2024 7:58:12 pm| SM5 Out 906 i ‘ lest message

CreatedDate17 |Type MessageStatus | SMSColRule

Processed

8). Activate AlertDispatcher License

Onceyou are ableto send thetest SM'S, you can activate AlertDispatcher license viaSMS. Go to
"Help/Registration”, select Register viaSMS. Alternatively, you can also activate the license via Internet.
Refer to "AlertDispatcher How-To Guide" for detailed steps.

Note: The activation code can befound in*_SoftwareActivation Code.txt".

17
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Modem Setup | Messaging Setvice Setup | System Setup | Servers Setup (sSMTP/POPIMHTTP/SAL) | Receive
Service I Server/Network Monitoring I Messages | Send Message | Ac
Templates | |Users and Departments Help/Registration |
Open Quick Start Guide (FDF) Register Software
. Register Software = O X

Requirements
Register via Internet - on actual machine only!
[For SMS activation, please see below)

generated

lP Tick here to Register via SMS I

Click on this button to register or upgrade your license

1). Software activation code - You can either find it in your COROM package or obtain it from your vendor
2). Intemet connection - If you do not have Intemet connection, you may copy the registration link
on the AlettDispatcher server to another machine with Intemet connection (for example your laptop)

Altematively, you may register via SMS by ticking "Activate via SMS"

Activation Code: ICNDSG-aaaaaaa
Drgarization Name:  |ABC company
Contact Person: In'achael

Contact Person Email: [mnchael@clickndeoloy.corrl

Service I Server/Metwork Monitoring I
Modem Setup l Messaging Service Setup I
Templates l Users and Departments
Open Quick Start Guide [FDF)

”
Activate via SMS
Messages Send Message l
System Setup Servers Setup [SMTP/PIJPWHTTP.-“SQL]I
Help/Registration
Reaister Software

**Important Note:

1). SMS activation does not alwayps work across interational carriers.
2). SMS activation may fail if pour SIM card is a supplementary multi-SIM or there is
another SIM card with the same phone number,

If SMS activation fails, please try using another SIM card [Standard Size).

After this, refer to the Messages Tab for any possible activation eror. ‘You will know
SMS activation has failed if your system is still under trial after 10 minutes.

In this case, please activate via Intemet. |f there is no Internet access on your
system, you can still copy the URL link from the
browser window opened by AlertDispatcher to a computer with Internet access.

18
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Madom Setup | Heseaghi Sariice boke | System Setup | Servers Setup (SMTP/POPIHTTR/SOL) | Recsive Message
Templates | Users and Departments l Help/Registration l
Qv | e I Messages ] Gl Hossne | Adcesbod

Max. number to display:
‘f Fiter rnessagesl \_,a Export messages l {c_:)ﬂ Acknowledge all mestagesl '9 Delete all pending mssages]z from 2. Today sent 2 Todagn of mesgge\;:ddmap 500

[¥] IMessageStatus |SMSCodRule F

Processed

CreatedDate1~ |Type |INJOUT |Recipient Text Subject

28/11/2024 8:08:31 pm| SMS Out | REGISTER QOSEUOctY'wWFhYWFhYQ*MDAW

If the activation is successful, the authorized user namewill be displayed as shown below.

. AlertDispatcher Plus v9.155.1153.0 (Authorized User: ABC company)) I

a x
Madem Setup | Messaging Service Setup | System Setup | Servers Setup (SMTP/POP3/HTTP/S0L) | Receive Message Setup ]
Templates | Users and Departments | Help/Registration |
Service | Server/Network Monitoring Messages | Send Message | Addressbook. ]

L % Max. number of to display: {"’——'
\P%Immaoesl\.aExpaﬂmssagesl'{“%Ackmm@allmessagesl‘@Dwealpmdngmessageslﬂfwzhdwfeﬂt 2 Todayn ml’;g::';dv:ﬁiy o :lj

CreatedDate1> |Type |INJOUT |Recipient Text Subject

Out +6530 3 REGISTER QOSELOD

19
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9). Enable Twice Daily Heartbeat SMS

Y ou may enabletwicedaily "daily heartbeat" SMS as shown below.

Templates I Users and Departments l Help/Registration I

Service l Server/Metwork Monitoring | Messages | Send Message

Modem Setup I Messaging Service Setup | ! System Setup ilSewers Setup (SMTR/POP3/MH

General ssage Limits | Send Email/Modem Settings [ Messaging Service Proxy | Messzage Handling [Reformatting) I Master/Slave Replication I Server Monitg

[v Send daily heartbeat to system alert recipient at ¥ Enable PC buzzer Alerts
" at 0300 == hisand [21:00 == hrs

Jv Add * prefix to important/urgent priarity messages

IE; hours 3 [~ Enable Send Message Filter (For Advanced User only!)
09:00 == hrs) | L]

[~ Send SMS heartbeats through only one enabled modem
[Uncheck to send SMS through all enabled modems]

" every

[v Generate waming if Hard Disk Space on Drive C falls below |500 ME
[v Generate waming if Free System Memory falls below  |200 MB for 15 mins for longer.

[~ Purge messages from database that are older than, days: [365

Limit total number of messages in the database to: 50000 records
Pending messages older than |24 :I‘I hours will not be sent

Heartbeat messagesaresent to " SystemAlerts' group.

Templates | Users and Departments | Help/Registration |
Service l Server/Metwork Monitoring l Messages | Send Message
Modem Setup I Messaging Service Setup | System Setup ervers Setup [SMTP/POP3/HTTP/SAL)

General | Message Limits - Send Emai/Modem Seftings I Messaging Service Proxy | Message Handiing (Fefarmatting] | Master/Slave Replication | Server Monitaring/Modb

System Alerts/Send Email Setup l Escalation Setup [POP3 Client) | Modem Sattings |

| ¥ Send System Alertto  Recipients: |5ystem&lerts| J Test Alert |

Primary SMTF Server [For sending out emails. For receiving SMTP emails, refer to "Servers Setup” Tab)

SMTP server. | -] SMTP user. |
SMTP pott. |25 SMTP password: |
Security: | Mone ;I Sender Email Address: |aleltdispatcher@aleltdispatcher.com
[~ SMTP Server requires authentication Sender Display Mame: |Nett0ispatcher Frimary SMTP

I~ Enable Secondary SMTP Server (failover)

r ark t 3 A& = er SMTP Relay to AlentDispatcher Master [Primary SMTP Server] and Slave
MTP S& =, T Faillaverl: 120 ernnrd

Y ou can add additional recipientstothe" SystemAlerts' under "Addressbook” tab. If “ SystemAlerts’ group
does not exist, you may create anew group.
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Service l Server/Network Monitoring l Messages l Send Message I
Servers Setup [SMTP/POP3/HTTR/SOL) l Receive Message Setup l Templates l Users and Departments I

Help/Registration I

Addressbook I Modem Setup l Messaging Service Setup I System Setup I
&ol& [ Jrra [0 /s8] 1| | 2k
Recipients: Groups:
Name Enabled |Delay Send |SMS EMAIL =4

“-gg michaellSms:123456789)

2 michael

10). Retrieve Logs for Troubleshooting

Y ou can retrieveyour logs by clicking onthe“ Open Log Folder” button.

Themost useful logsarethe AlertDispatcherServer, AlertDispatcherServer_eventsand AlertDispatcherSignal
logs. If you'reinterfacing 3rd party applicationswith AlertDispatcher, therelevant logsinclude SMTPListener,
HTTPListener and SNM PTrapReceiverlogs.

Note: Logswill be automatically archived to the \ar chive subfolder when they reach 10MB in size. Toidentify
which archived log isrelevant, please sort the files by date and then open log file to verify that it containsthe
log when the error occurred.

To obtain support from your vendor, you'll also need to submit your AlertDispatcher database and configuration.
Refer to the "Log Submission Guide" on how to obtain the relevant files to your vendor for further technical
assistance - http://www.clickndeploy.com/clients/dl.php?type=d&id=41

Servers Setup (SMTP/POP3/HTTP/S0OL) I Receive Message Setup | Templates | Users and Departments I
Help/Registration I
Addressbook I Modem Setup | Messaging Service Setup | System Setup I
Service I Server/Network Monitoring | Messages | Send Message I
Server Status: @ | Stop | Restart | Emergency Pause | Modem Signal: (COM16 'I Operator: sgp-m1 (LTE 4G)
[WOSHUADELL) :Ll Illlllllllluﬂlluuuunnml
g ; p——
Fennng ¢ ALEATDispatcher
Expaciting your workt

User: | administrator Server Host  [127.0.0.1 Logout Open Log Folder |

Server Event Log:

24.11.28 20:10:12:101 AlentDispatcher Service Started! Modems initialized successfully - COM16 [Network Operator:Unknown. Signal Strength: 99)
2024.11.28 20:10:07:253 Modem Firmware:revision 02.000
2024.11.28 20:10:07-258 Modem Model cinterionelsB1-e r2revision 02.000 | els61-e 12
2024.11,28 20:09.55.666 [thread. 16956] Fiee C: Disk Space: 42.21 GB / 190.45 GB [Used: 78%)
2024.11.28 20:09.55:665 [thread:16956] Free System RAM: 5.79 GB / 15.85 GB (Used 63%)
2024.11.28 20:09:53:896 Engine initislized. [JOSHUADELL](172.28.64.1)(05: 10.0.13045 xE4]lN ode:UDDQDIT)Build:1152.155]
2024.11.28 20:09:53:004 Vendor:ClickNDeploy
2024.11.28 20:09:53:004 Hardwarel D:000806E CO0100800FEDAF 337BFEBFBFF 4C4C4544004458108042B2C04F 335832

2024.11.28 20:03:53:004 AlertDispatcher Plus v3.155.1152.0 [Authorized User ABC company)
2024.11.28 20:09:53.004 ModbusTCPEnabled: 0

2024.11.28 20:09:53 004 MaxServerMonitorings: 1

2024.11.28 20:09:53:004 MaxE mergencyRecipients:0

2024.11.28 20:09:53:004 MaxModemMNum: 8
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4. Post-installation/Troubleshooting
1). Port Conflicts, Firewall and AntiVirus Software Setup

a). Resolving possible port conflicts

AlertDispatcher comeswith built-in TCP/IP Servers - HTTP Server (Web Server), SMTP Server and SNMP
Trap Receiver so you can send Alerts (Email/SMS) using the HT TP and SMTP (Email) application interfaces
provided and convert SNMP trapsinto Alerts.

The built-in servers usethefollowing default portsfor their respective protocol.

Server Protocol AlertDispatcher Program Name Default Remarks
Port
HTTP Server Alert Dispatcher HTTP Listener 80
SMTP Server (Email) Alert Dispatcher SMTP Listener 25
SNMP Trap Receiver Alert Digpatcher SNMP Trap Receiver 162
AlertDispatcher Server  Alert Dispatcher 5556 Used by AlertDispatcher

Client, DLL API and
AlertDispatcher High
Availability (Master/Save
Cluster Redundancy)

In order for TCP/IP application interfacesto work, there must not be conflicting services running on your
system occupying the same ports.

For SMTP Server interface, check whether Windows* Simple Mail Transfer Protocol (SMTP)’ serviceexists
and isset to run automatically. If ‘Simple Mail Transfer Protocol (SMTP)’ service exists, stop and disable
Windows SMTP service.

For HTTP Server, ensure that Windows World Wide Web Publishing Service, or I1Sisn’t running on the same
port (default port for HTTP server is 80).

For SNMP Trap Receiver, if you haveinstalled Windows SNMP Trap service, please ensurethat the serviceis
stopped or changeto adifferent port (default port for Trap Receiver is 162).

b). Add server ports to Firewall

If you need to be ableto access AlertDispatcher Server from the network and firewall is enabled, you must add
the ports used by the services you requireto your firewall list of “allowed ports’.

Note: Thisstepisnot requiredif AlertDispatcher isonly used onlocal PC/Server and does not need to
communicate with other serverson the network.

For WindowsFirewall, simply add thefollowing programsto " Allowed Programs" list. Thiswill automatically
whitelist al portsused by the services.

Go to Sart - Control Panel > WindowsFirewall > Allowed Programs.
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| Server Protocol AlertDispatcher Program Path (default) |

HTTP Server C:\Program Files (x86)\AlertDispatche’\HT TPListener.exe

SMTP Server (Email) C:\Program Files (x86)\AlertDispatcher\SM TPListener.exe

SNMP Trap Receiver C:\Program Files (x86)\AlertDispatcher\SNM PTrapReceiver.exe
AlertDispatcher Server  C:\Program Files (x86)\AlertDispatcher\AlertDispatcherServer.exe

@Ov“ » Control Panel » All Control Panel Items » Windows Firewall " 4y || Search Cc

File FEdit View Tools Help

Gontrol Farie' Help protect your computer with Windows Firewall

Allow a progiam orlfeature I Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
«__through Windows Firewall through the Internet or a network.
& Change notification settings How does a firewall help protect my computer?
[‘?j Turn Windows Firewall on or What are network locations?

OH =
&) Restore defaults l @ Home or work (private) networks Connected (2

P )
% Advanced settings Networks at home or work where you know and trust the people and devices on the network

Troubleshoot my network

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the
list of allowed programs
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@Ov‘ﬂ » Control Panel » All Control Panel Items » Windows Firewall » Allowed Programs V‘*j-‘ﬁ

File Edit View Tools Help

Allowed programs and features:

Name Home/Work (Private) Public =
¥ Alert Dispatcher HTTP Listener ERR
M Alert Dispatcher Server o |[E
M Alert Dispatcher SMTP Listener m|
M Alert Dispatcher SNMP Trap Receiver m|
¥ AlertDispatcher |

I Details... ‘ l Remove ]

l Allow another program... l

‘ OK ‘ l Cancel ‘

Note: Alternatively, youcanuse"WindowsFirewall - Advanced Settings' to create™ Inbound Rules' to white
list the relevant ports.
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c). AntiVirus Software preventing SMTP email interface from working

Some antivirus software such asMcAfee VirusScan may block SMTP email interfacing to AlertDispatcher so
you will need to add an exception.

Note: Thisblocking may happen even locally on a standal one system, without the server connected to the
computer network.

For the case of McAfee VirusScan, launch the VirusScan Console, go to " Access Protection”, "Access
Protection Properties’, "Anti-Virus Standard Protection” and edit the rule " Prevent mass mailing worms from
sending mail”.

V1TV e

B \iriisSean Clhele
| AB

.::_. Task - Editl/ Miew ' Tools ' Help I

e B
£F Access Protection Enabled I

= Enabled
(5] Unwa s Policy 8 unwanted progra..
@ On-Access Scanner Enabled

Quarantine Manager Policy The guarantine fald...
ne G Full Scan Not Scheduled Nothing found Saturday, July 28 20... S
ﬂ Targeted Scan Not Scheduled |
32 AutoUpdate Daily, 5:00 PM The Update fajled Thursday, January' T

f, Access Protection Properties
Access Protection l Reports |

'i Use access protection nules to protect your system's access points and prevent temination of MoAfee processes

¥ Enable access protetion
Prog’ :
o b | Categones Block | Report ‘ Fules |
A | | Anti-spyware Standand Protection Prevent registry editor and Task Manager from baing disabli | [
0 . T Prevent user rights policies from being altered A B
A |I m'ms Standard Protection ™ Prevertt remote creation/modification of executable and coll [
¢ ‘ / ! i
i ! y ¥ Prevent remote creation of autorun files | i
2 Anti-vinus Outbreak Control Pi i i \
!rvice__ e s r(everrl hijaclng of EXE and other executable extensions il
The m‘m;&?m‘-‘;‘ Protection _“ Prevent mass maling worms from sending mail ‘
s itual Machine Protection W ] Pravent IRC communication \
/ Userdefined Rules
| e <l

Pl

i >

il

For Symantec antivirusor endpoint protection, you would need to disable“ Enable Internet Email Auto-Protect”

under “Virusesand Spyware Protection”. Note: This setting might be found in different places depending on the
Symantec product and version that you are using.
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Internet Email Auto-Protect

Virus and Spyware Protection
Scan Details | Actions | Notificatior

Palicy
CvEryiey
E Windows Settings | ﬂ [ Erable Internet Email 2uto-Protect

Scheduled Scans:
Scanning

Adminiztrator-Defined Scans
Specify which files will be scanned.

Protection Technoloqy:

File types:

Auto-Protect
@ % Scan all files

Dowvnload Protection
SOMAR ' Sean only selected extensions:

Early Launch Arti-Malware Driver
¥ Scan files inzide compressed files

Internet Email Auto-Protect
| Mumber of levels to expand if ther

Microzoft Cutlook &uto-Protect

Lotus Motes Auto-Protect
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Under "Processesto exclude”, add "smtplistener.exe" as shown below.

Aiti i
i il
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